


Lawful Intercept

expecting sighs now and for people to avoid me later, but 
please don’t, if nothing else beer is on me 🙈[



Everyone has this big aversion toward Lawful 
Intercept and Data Retention. Why?
• government mandated - regulatory compliance / cost of doing business

• usually quite costly

• complex to implement properly

• ROI is always 0 – whatever anyone is telling you

• PEGASUS?!



• MITM

• Mass-Surveillance

• No privacy

• Historical access - recording all data for years – how / yes / no

Myths



Lawful Intercept 
Nomenclature



Lawful Intercept (LI)
refers to the legally authorized monitoring and collection of telecommunications data by law 
enforcement agencies (LEAs). In the European Union, LI is strictly regulated, and service providers must 
comply with ETSI (European Telecommunications Standards Institute) standards, ensuring compliance 
while safeguarding privacy.

Data Retention (DR) 
refers to the mandatory storage of telecommunications and internet-related data by service providers for 
a specified period. This data is retained to assist law enforcement and government agencies in criminal 
investigations, national security efforts, and legal compliance.
Importantly, data retention does not include the content of communications (such as call or email content) 
but focuses on metadata.

Definition



Lawful Intercept
• ETSI (European Telecommunications Standards Institute): ETSI standards, such as TS 101 671 and TS 102 

232, define the technical and security requirements for intercepting and transmitting communications data 
to law enforcement agencies. These standards ensure a unified framework across EU member states.

• CALEA (Communications Assistance for Law Enforcement Act): In the US, CALEA mandates that telecom 
providers design their networks with lawful interception capabilities.

• SORM (System of Operative Search Measures): In Russia, SORM offers more direct access to 
communications for security services, in contrast to the more regulated EU framework.

Data Retention
• EU Data Retention Directive (2006/24/EC): Initially mandated member states to require service providers 

to retain telecommunications data for a period of 6 to 24 months. The aim was to harmonize data retention 
laws across the EU

• Current Situation: The 2014 European Court of Justice (ECJ) ruling declared the Directive invalid due to 
concerns over privacy and mass data collection. Since then, individual countries have developed their own 
laws, often influenced by national security needs.

Legal Basis



ANCOM DECISION NO. 987/2012 - … the service provider is inter alia obliged to:

1. technically allow the relevant authorities to perform interceptions and to make available all technical 
data regarding interceptions, in the format established by the authorities;

…
…
4. take all necessary technical measures to enable interceptions in general and immediately enable the 

enforcement of interception warrants in particular;
5. place at the disposal of the relevant authorities the interception management servers and the 

administration and operation consoles it holds, as required to ensure interceptions;
6. bear the costs of the interception interface

As per Article 8(2)(k) of the Government Emergency Ordinance No. 111/2011 on electronic communications, 
the conditions under which service providers are to bear the costs related to the interception interface are 
established by the general authorisation issued by ANCOM to the service provider.

Local regulation



• Law 14/1992 regarding the organization of the Romanian intelligence Agency (i.e., Serviciul Roman de 
Informatii – SRI)

• Law 51/1991 regarding National Security
• Decision 338/2010 of the President of ANCOM (i.e., Romanian regulatory body)
• Law 508/2004 regarding the organization of DIICOT (department under the Public Ministry in charge with 

investigating the cases of organized crime and terrorism)
• Penal Procedural Code
• Law 235/2015 modifying The Law 506/2004 regarding the processing of the personal data and the 

protection of private life in the field of electronic communication.

Local legal basis



OK, so now we know 
definitions

Let’s dive in…



A “typical” ISP/Telco network





Let us take a closer look at 
Internet service delivery



Internet service delivery interception

Lawful Intercept
• ETSI TS 102-232-2 – email services
• ETSI TS 102-232-3/4 – IP services

Data Retention
• ETSI TS 102 657



Active? Passive? Hybrid?

OK, so how to implement 
LI and DR?



Active? Nope, It’s Hybrid



Purely Active interception is impossible. Chances are:
• You use PPPoE or IPoE for Internet services delivery – 99% that you implemented already 

Radius AAA for authorising your users, controlling their allowed bandwidth and qos + 
assigning/rotating IP addresses

• If you provide email service to your customers, you MUST provide clean decrypted traffic to the 
IAP

• You will have to combine it with Passive Voice Interception if you provide Telephony services



Passive - recommended.



• Future proof – no changes if you change hardware vendor
• No Router CPU/Memory sizing cost – active interception is always done in software
• Easier to deal with when doing network/software upgrade
• No additional license cost
• Additional privacy – employees cannot see list of active targets and targets cannot see impact on 

their services!

Why is Passive recommended 
over Hybrid?



Let us take a closer look at 
VoIP service delivery



Internet service delivery interception

Lawful Intercept
• ETSI TS 102-232-5 – Telephony services

Data Retention
• ETSI TS 102 657



Passive – Transit only
E.164 Numbering plan



Passive – Transit + onnet
E.164 + National Numbering plan



If your Softswitch is Asterisk* based
• dialog-transparency is an issue, so you will have duplicate calls for each intercepted 

call
• We have a solution for that in place – RFC7329 – however it requires a configuration 

change to add custom sip header on your softswitch

If LEA insists on E.164 Only?
• Many LEAs live in an age of ISDN, they refuse to comprehend SIP try to enforce A and 

B numbers – For the love of God it is URI!
• Inside network you use National numbers, not International!
• PAI helps, but not in all cases.

Transit only or Full? 
 Asterisk* was envisioned as PBX system, people tend to forget it



• there are no fancy Graphical interfaces
• there is no access
• there are no monitoring tools exposed to your Operations team
• only a handful of people will ever know about it inside your company

Lawful Intercept is a
Black Box



What about 
Data Retention?



Subscriber information
• Basically, a phonebook, but not just a phonebook

• LEAs require subscriber information (like name, surname, government id, addresses – for billing, service delivery and 
official one), Service NAI (basically a phone number, username, IP address, mac address…), all of his services over 
time (historic data usually kept for 1 year)

• It allows LEA to identify current information and what to use to “target” the user using Lawful Intercept IAP

CDRs
• Incoming and outgoing phone calls information with additional services information (i.e. Call Forwarding parties, CLIR…)
• Internet connectivity session details (start/stop, transferred bytes, IP address, …)
• CGNAT records

NETFLOW/IPFIX?
• Yes, in some countries there is national requirement to store this data as well

DPI?
• It is coming! We are already implementing it in some countries.



• How do you get all this data, store it efficiently and deliver it on request to LEA??
• Many different systems, with different interfaces that change over time?
• Delivery can be different locally as well and change over time. i.e. national regulation superseded by ETSI
• EU Digital Evidence Act is complicating things
• There can really be a LOT of data (CGNAT, NETFLOW/IPFIX, DPI) – you can’t just drop the data to MySQL
• Data deduplication and merging
• Uptime for such a system

Problem?



• It can connect to almost any type of API, Database, FTP, … and ingest and enrich source data
• We configure/map input processors to match your internal BSS systems and gather and store data
• For each country – based on local regulations we apply a profile for LEA to access the data in the format they want
• Gone are the days where we require custom solutions for each ISP – in most cases ;)

Solution? Zendify.DR



Let’s take Voice CDR’s:
• Get data from MOR Softswitch? – Configure hourly FTP export that we will ingest with following fields and remap it per 

requirements

Example you say?



• PortaONE? Use their REST API or connect to their DB… Iskratel? Process BELL CDR records…
• How about getting data from Chaosnet Softswitch? – We configure mysql connector and pull data from voice_cdrs table 

and remap it per requirements



• Freeradius or some fork of it? Need to keep track of IP accounting?
• In most cases it retains radacct table to which we could connect, 

however our system can also generate those records from 
Encryptnet LI IAP automatically, so even if you don’t use freeradius 
we got you covered



We already have prebuilt support for:
• A10
• Cisco
• Juniper
• Huawei
• NetElastic
• NFWare
• Fortigate
• Mikrotik
• and few others…

CGNAT or NAT?



A10 Merged Session
A10 Thunder has a great built-in feature - for others Encryptnet does it inline.
• Feature is stable from release 4.1.4-GR1-P5



OK, so how does DR config 
look on our end?

Engines and revisions













OK, so we will develop 
it ourselves…



Not saying it is impossible, however…

• You will require Low level developers or be one yourself
• Understand low level networking and protocols, get familiar with ETSI, IETF, RFC, ASN.1, fragmentation, encryption…
• Network speeds are increasing, PPS is getting crazy, you will need to learn Vector Packet Processing models
• Be ready to spend years implementing and debugging something that is not your core business
• Figure out deduplication and decapsulation
• Be ready to deal with different network vendors and their problems and their view on implementations ;) Iskratel and 

Mikrotik we love you, but please ;)
• You will have to think about multi-tenancy since EU is getting ready to share it across borders
• It is almost impossible to test LEA endpoints for receiving HI2 and HI3 data. You better be 100% sure you are compliant
• Cost will negate any gain. Our products start at 225 EUR per month! Even our most expensive package is still less 

than 1 developer salary per month!
• There is an added value – with our know-how, we build configurations and deployments for you.



We are too small – No
one will know



Law is law, and fine is a penalty

• Fines defined are usually hefty for non-compliance and for some they include daily penalties for non-compliance until you 
become compliant

• In many countries there is jail time for Company decision makers
• Do you really want to risk your business or potentially jail time if you can solve it with a monthly subscription fee. 

• We understand how it was; it was unattainable for small and medium sized ISP/Telcos, prices ran from couple of 
hundred thousand EUR to millions for the system

• Support alone for some of our customers was running at 2mil USD annually - there are very few ISPs that can look at 
that and say it’s cost of business – it doesn’t have to be anymore:



We are in it since 2012

Actually, we are closely observing it since 2005, and this is our ONLY thing. 

We know and understand the real effort required to implement it.

More importantly – standards are changing, evolving. New requirements are coming, DPI is almost there, end-user 
bandwidth is increasing day by day.

LEAs don’t want to receive all your user data traffic, they don’t care about Netflix, Prime, YouTube video, Facebook video. It’s 
encrypted, “empty” bandwidth and LEA have to deliver all this data as evidence to courts. 

TrafficPolicyObject is being pushed in newer revisions. For now, it is about filtering out unwanted traffic based on netmasks, 
but soon this will change to Application based filtering since IPs are useless.



Don’t take our 
word for it

TrafficPolicyObject



Mark our words, DPI is already here.



Don’t take our 
word for it

Some Statistics



One of our smaller customers

• Over 7million PPS and over 55Gbps
• Averaged out, bursts are going 

over 12million PPS!
• half WISP half FISP

• There is some duplicated data present, 
so think about how will you handle it :)

• CGNAT is over 100GB daily – MERGED



Our smallest customer

• only voice, no data



Our smallest customer

• sending us duplicate data – 3 
packets out, 2 packets in

• deduplication required



Don’t take our 
word for it

Some interesting vendor bugs



Mikrotik – bug: SUP-165739
• As of this moment we are still waiting on Mikrotik’s acknowledgment
• We first identified it at one of our customers running NAT on their CCR1072 on September 12, 2024. It took us some time to 

double check our code and organize packet capture – not easy when you are receiving over 30k events per second!



Iskratel – bug: R14-220516120
• As of this moment fix is still not confirmed
• We wrote a hotfix for our customer while we wait on Iskratel to fix it
• Issue is with CSEQ not being increased properly – it causes retries on all of their transit vendors, many of them did not work 

correctly, even our session machine was unable to properly track calls – proving again that you really must know RFCs



Release14 
quick overview



• Cost: No ROI just a Regulatory compliance nightmare?
• Internal know-how: Hard to find people with necessary skills to manage and run internally + employee 

security compliance (TS generally required)?
• Technological Challenges: encryption, over-the-top services (WhatsApp, Signal), scaling for large datasets, 

FTTH higher and higher link speeds?
• Privacy vs. Security: Balancing the need for surveillance with privacy rights (GDPR concerns, human rights 

debates)?
• Evolving Threats: New technologies like 5G, IoT, and how they complicate LI and DR?

• Other questions?

Challenges and Considerations 
Open discussion



We invite you to visit our booth and see the latest system iteration 
in person.

Together with Ronog we will be giving away 1 year license at the end 
of the day to 1 lucky ISP*

info@encryptnet.io

Thank you for your time.




